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Enterprise security
Pronto Xi’s best-practice application 
security standards help keep your 
organisation safe

Security standards
Regular security penetration testing ensures 
your organisation remains protected against 
new and evolving security threats. Pronto Xi 
strictly adheres to security standards and 
industry best practices to help safeguard your 
organisation’s security. 

An example? Communications use digital 
certificates and highly secure protocols such as 
HTTPS and WSS (WebSockets over SSL/TLS).

Application security
Pronto Xi’s administration tools enable you to 
control user permissions by using roles and 
security profiles — give scope permissions to 
individual companies, modules, screens or 
functions. With screen customisation, you can 
even control the individual fields a user sees.

In addition, data masking can be used to limit 
the data a user can access, such as restricting 
access to individual locations, territories, 
branches, asset groups and more.

These application security capabilities can also 
help you achieve segregation of duties (SoD).
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Infrastructure security
We highly recommend using digital certificates 
and reverse proxy servers to maximise the 
security of your infrastructure. Pronto Software 
and our partners have extensive expertise in 
deploying infrastructure that puts the security of 
your business at the forefront.

Multi-factor authentication
Pronto Software Identity and Access 
Management (IAM) enhances Pronto Xi’s 
enterprise security by providing a single, 
consistent multi-factor authentication solution 
for a number of Pronto Xi applications.

*IBM and Cognos are trade marks of International Business Machines Corporation, and are registered in many jurisdictions

Overview of how Pronto Software Identity and Access Management works

IBM Cognos  
Analytics

Pronto Connect 
applications

Pronto Cloud  
File Share

Pronto Software 
IAM

Single sign-on
Users login to Pronto Xi and then access 
related applications without needing to login 
again, making the login process frictionless yet 
highly secure.

Supported applications
Identity and Access Management is supported 
on the web interface, Employee Portal, Mobile 
Service, Resource Scheduler, IBM™ Cognos™ 
Analytics*, and Pronto Cloud File Share.
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We are an Australian developer of award winning business management 
and analytics solutions. Pronto Xi, our Enterprise Resource Planning (ERP) 
software, integrates accounting, operational and mobile features in a 
single system – optimising business processes and unlocking actionable 
insights. That’s why for more than 45 years, over 1,500 Australian and 
global organisations, across a wide range of industries, have trusted 
Pronto Xi to simplify their most complex challenges. 
With headquarters and our Development Centre located in Melbourne, 
we have support offices and consultants based across Australia, as 
well as a global network of Resellers and Solution Partners. Specialised 
business units within Pronto Software have the expertise to assist you 
with pivotal technology – Digital Transformation with Pronto Woven, 
Cloud and Hosting services with Pronto Cloud and Business Intelligence 
solutions with Pronto iQ.
When you choose Pronto Software, you gain a team with deep industry 
experience, giving us the ability to understand your specific needs and 
build innovative solutions that drive business growth and revenue. 

About us
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info@pronto.net
1300 PRONTO (1300 77 66 86)

pronto.net ProntoSoftwarePronto-Software

https://www.pronto.net/
https://www.youtube.com/user/prontosoftware
https://au.linkedin.com/company/pronto-software

